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Thank you Mr. Chair,

(Intro)
To overcome challenges and take concerted action against cybercrime, Member States need to develop domestic laws, both substantive and procedural ones that can sufficiently address emerging forms of cybercrime and strengthen their capacity to investigate, prosecute and cooperate internationally.  In this regard, identifying gaps and needs of Member States, and providing technical assistance and capacity building is essential.




(Substantive laws)
In order to ensure that domestic laws can sufficiently address emerging forms of cybercrime, Japan recommends that the substantive laws focus on the nature of the offence through language that is simple and technology neutral so that they can be applied to rapidly evolving forms of cybercrimes. Insufficient criminalization by a Member State of core cybercrime offenses creates loopholes and provides offenders a safe haven.  
Japan also recommends that domestic laws are drafted in ways that provide common ground for international cooperation.  In other words, certain core cybercrime offences such as the creation of computer viruses, or illegal access to computer systems need to be criminalized so that dual criminality would not bar the provision of mutual legal assistance.  


On this point, it should be noted that, to fulfill the dual criminality requirement, Member States do not need to replicate the exact same language or the same elements of the crime in technical terms. Instead, the key factor to fulfilling dual criminality is to capture the substantive underlying conduct in domestic substantive laws.  
By capturing the underlying conduct of cybercrime in a technology neutral language, the central authorities can be flexible in determining dual criminality.
The question is how this can be achieved. On this point, Japan has legislated laws in line with the Budapest Convention using technology neutral language and this has proved useful in that it enables Japanese authorities to apply such laws to capture new and emerging forms of cybercrime.



(Procedural laws)
Turning to procedural aspects, Mr. Chair,
In order to effectively investigate and prosecute cybercrime, domestic procedural laws need to provide sufficient investigative power to the authorities such as to search and seize data, which includes ordering Internet service providers to preserve and produce data to the authorities.  It is also crucial that, based on such procedural laws, the investigative authorities, prosecutors and the judiciary have the capacity to handle and analyze such data, and admit digital evidence in criminal proceedings. 






(Technical assistance, capacity building)
Mr. Chair,
Implementing such substantive and procedural laws as well as the capacity of relevant authorities are fundamental requirements for Member States to effectively combat cybercrime both domestically and internationally.
Against this backdrop, Japan reiterates that the international community should focus on identifying gaps and needs of Member States, and provide technical assistance and capacity building in a timely manner. With the threat of cybercrime increasing at an alarming pace, Japan believes the international community should concentrate on achieving maximum results within the current legal framework. 



It is also Japan’s firm belief that technical assistance and capacity building not only strengthen the capacity of practitioners, but can also strengthen mutual understanding and confidence among those who are involved in international cooperation. 
 Japan has been engaged in technical assistance and capacity building activities in the area of cybercrime through the UNODC global programme with particular focus on ASEAN countries, and through training courses organized by UNAFEI, one of the institutes of the UN crime prevention and criminal justice network. By bringing together practitioners from various Member States, and by exchanging views and good practices among them, these training courses are fostering mutual understanding and confidence building among the experts.  Japan believes that such mutual understanding and confidence building efforts serve as solid basis to strengthen international cooperation.
   I would like to conclude by reassuring you of Japan’s strong commitment to fight against cybercrime by enhancing technical assistance activities.


